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DETAILED ACTION 
Specification 

1 . The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. The following title is 
suggested: 'Apparatus to create and verify digital signatures having a secure time 
element and an identifier of the apparatus'. 

Claim Objections 

2. Claim 6 is objected to because of the following informalities: the sentence 
defining the claim is not grammatical. Appropriate correction is required. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claim 6 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. The invention disclosed in the dependent claim 6 defines a 
signature creating unit which creates a digital signature only when the confirming unit 
confirms that the clock works normally (see claim 5), and also, the signature creating 
unit creates a digital signature using connected information which does not include the 
time information and a key other than the key used only for creating the signature when 
the confirming unit confirms that the clock does not work normally (see claim 6). The 
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later feature of the invention does not comply with the former feature. For the purpose 
of this action, the examiner will interpret the signature creating unit as outlined in claim 6 
as having the later feature. 



Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1, 10, and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Blandford U.S. Patent No. 5,189,700 (hereinafter Blandford) in view of Hartman, Jr. 
U.S. Patent No. 5,444,780 (hereinafter Hartman). As per claim 1, Blandford discloses a 
signature creating apparatus which creates a digital signature (see Blandford, col. 7, 
lines 17-22), the signature creating apparatus comprising: 

a. a clock (see Blandford, Figure 1, Reference No. 13); 

b. a connection unit which connects the time information and an apparatus 
ID for specifying the creating apparatus to a plain-text and creates a connection 
data (see Blandford, Figure 1, Reference Nos. 9, 12, 13, 14 and related text; col. 
2, line 58-col. 3, line 6); and 
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c. a signature creating unit which creates the digital signature using the 
connection data created by the connecting unit and a key used only for creating a 
signature (see Blandford, Figure 1, Reference Nos. 8, 9, 10, 11 and related text). 
Blandford does disclose that the clock is to be non-resettable without execution of a 
carefully prescribed procedure, but does not elaborate further on the resetting steps 
(see Blandford, col. 3, lines 24-28). Hartman teaches a timekeeping authority system 
wherein a trusted time authority initializes the timekeeping facilities of its clients (see 
Hartman, col. 2, line 65-col. 4, line 10, especially col. 2, line 65-col. 3, line 17). It would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
for the time information to only be set by a time authentication authority. Motivation for 
such an implementation would ensure that only a trusted party makes changes or 
updates to the clock used in the signature creation steps. The aforementioned covers 
claim 1. 

2. As per claim 10, Blandford covers a signature creating apparatus which creates a 
digital signature as outlined above in the claim 1 rejection under 35 U.S.C. 103(a). In 
addition, the apparatus further comprises a setting unit which sets the time information 
according to a time setting request, the setting unit being installed in the time 
authentication authority (see Hartman, Figure 2, Reference No. 224 and related text; 
col. 3, line 46-col. 4, line 10; col. 4, line64-col. 5, line 36). 
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3. As per claim 1 1 , Blandford covers a signature creating apparatus which creates a 
digital signature as outlined above in the claim 1 rejection under 35 U.S.C. 103(a). In 
addition, the apparatus further comprises a correcting unit which corrects the clock 
automatically, the correcting unit being installed in the time authentication authority (see 
Figure 2, Reference No. 224 and related text; col. 3, lines 4-9 and 34-62). 

4. Claims 2, 3, 5, and 8 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Blandford in view of Hartman as applied to claim 1 above, and further in view of 
Fisher U.S. Patent No. 5,422,953 (hereinafter Fisher). As per claim 2, Blandford covers 
a signature creating apparatus which creates a digital signature as outlined above in the 
claim 5 rejection under 35 U.S.C. 103(a). Blandford is silent on the matter of connecting 
personal identification information for identifying a person who has created the digital 
signature to the plaintext. Fisher discloses a personal time notary device wherein a 
user's identification is appended to the signed message (see Fisher, Figure 3, 
Reference No. 62 and related text). It would be obvious to one of ordinary skill in the art 
at the time the invention was made to append a personal identification value of the 
individual who created the digital signature to the plaintext in addition to the time 
information and apparatus ID. Motivation for such an implementation would enable an 
auditor to trace the origin of the digital signature back to the individual who created it. 
Hence, this feature further enhances the credibility of the digital signature creating 
apparatus. 
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5. As per claim 3, Blandford covers a signature creating apparatus which creates a 
digital signature as outlined above in the claim 2 rejection under 35 U.S.C. 103(a). In 
addition, the apparatus further comprises: 

a. a storage unit which stores the personal identification information (see 
Fisher, col. 2, lines 32-37; col. 8, lines 3-33; Figure 1); 

b. a judging unit which judges as to whether or not a person who updates 
stored contents of the storage unit is a person who has proper right; and 

c. an updating unit which updates the stored contents of the storage unit only 
when the judging unit has judged that the person who updates is the person who 
has proper right (see Blandford, col. 6, lines 41-53). 

6. As per claim 5, Blandford covers a signature creating apparatus which creates a 
digital signature as outlined above in the claim 1 rejection under 35 U.S.C. 103(a). 
Blandford is silent on the matter of the apparatus creating a digital signature only when 
the confirming unit confirms that the clock works normally. Fischer discloses a personal 
date/time notary device wherein the device comprises a confirming unit that confirms a 
working state of the clock and creates a digital signature only when the confirming unit 
confirms that the clock works normally (see Fischer, col. 4, lines 42-63, especially lines 
46-48). It would be obvious to one of ordinary skill in the art at the time the invention 
was made to apply the teaching of Fischer to the apparatus of Blandford. Motivation for 
such an implementation would enable the invention to prevent the creation of faulty 
digital signatures based on an invalid timestamp. 
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7. As per claim 8, Blandford covers a signature creating apparatus which creates a 
digital signature as outlined above in the claim 5 rejection under 35 U.S.C. 103(a). In 
addition, the confirming unit confirms the working state of the clock based on a result of 
comparing a time-counted result of the clock before certain time and a time-counted 
result at current time (see Fischer, col. 4, line 64-col. 5, line 29). 

8. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Blandford 
in view of Hartman as applied to claim 1 , and further in view of Ugon U.S. Patent No. 
4,295,041 (hereinafter Ugon). As per claim 4, Blandford covers a signature creating 
apparatus which creates a digital signature as outlined above in the claim 1 rejection 
under 35 U.S.C. 103(a). Blandford does not stipulate where the apparatus ID is stored; 
however, the only possible storage locations are either the RAM or the PROM (see 
Blandford, Figure 1, Reference Nos. 10 and 12). It is well known in the art for sensitive 
information to be stored in a read only memory to prevent unscrupulous users from 
modifying the sensitive information. For example, Ugon discloses an apparatus wherein 
the sensitive information is stored in the PROM (see Ugon, Figure 1, Reference No. 2 
and related text). It would be obvious to one of ordinary skill in the art at the time the 
invention was made for the apparatus ID to be stored in the unrewritable storage unit. 
Motivation for such an implementation would ensure that the ID is not tampered with 
after it is initially stored. 
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9. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Blandford 
in view of Hartman and Fischer as applied to claim 5, and further in view of Boll U.S. 
Patent No. 4,230,958 (hereinafter Boll). As per claim 7, Blandford covers a signature 
creating apparatus which creates a digital signature as outlined above in the claim 5 
rejection under 35 U.S.C. 103(a). Blandford is silent on the matter of confirming the 
working state of the clock based on a result of comparing a driving voltage of the clock 
with a threshold. However, in the analogous art of semiconductor detector circuits, Boll 
teaches an invention wherein the working property of a clock is determined by 
comparing the voltage of the clock with a threshold value (see Boll, Abstract; col. 1 , 
lines 23-44). It would be obvious to one of ordinary skill in the art at the time the 
invention was made to confirm the working state of the clock based on a result of 
comparing a driving voltage of the clock with a threshold. Motivation for such an 
implementation would enable the invention to determine clock operation based on a 
sample measurement of the clock's driving voltage. This clock confirmation is distinct 
from other clock confirmation steps in that it checks if the clock is properly furnishing 
expected periodic pulses (see Boll, col. 1, lines 35-40). 

10. Claims 13 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Blandford in view of Hartman as applied to claim 1 , and further in view of Oishi 
U.S. Patent No. 6,298,153 (hereinafter Oishi) and EAS "The Arithmetic and Logic Unit 
(ALU)" (hereinafter EAS). As per claim 15, Blandford covers a signature apparatus as 
outlined above in the claim 3 rejection under 35 U.S.C. 103(a). Blandford is silent on 
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the matter of a validation method being incorporated in the digital signature apparatus. 
However, the implementation of a signature validation method that corresponds to a 
signature creation method is well implemented in the art. As an example, Oishi 
discloses a digital signature method that generates a digital signature and also 
comprises a signature verification unit that verifies interpolation using the digital 
signature, the plaintext and a key (see Oishi, Figure 2, Reference No. 30; col. 1 1 , line 
58-col. 12, line 2; col. 12, lines 41-42). Therefore, it would be obvious to one of ordinary 
skill in the art at the time the invention was made to implement a signature verification 
unit in the digital signature apparatus wherein the verification unit verifies interpolation 
using the digital signature, the plaintext, and a key. Motivation for such an 
implementation would enable the creator of the signature to verify a signature it has 
created. Further, Oishi does not specify a function selecting switch which controls the 
operation of the signature verification and creation modes of the apparatus. However, 
the implementation of a switch to specify an active operating mode is a conventional 
feature of any mechanized apparatus having a plurality of modes. For example, in the 
analogous art of computer logic design, EAS teaches a mode select enabler to make 
active an operating mode in an ALU having a plurality of modes (see EAS, 2 nd and 3 rd 
Figures and related text). It would be obvious to one of ordinary skill in the art at the 
time the invention was made for the invention disclosed by Blandford to implement a 
function selecting switch which controls the operation of the signature verification and 
creating modes of the apparatus. Motivation for such an implementation would enable 
the apparatus to provide both creation and verification services in one machine, thereby 
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sharing resources among the plurality of services. Furthermore, information required by 
the validation routine can be stored locally by the creation routine. Finally, the invention 
disclosed by Oishi discloses a receiving unit that receives the plaintext to which the 
digital signature is connected (see Oishi, Figure 2). The aforementioned covers claim 
15. 

11. As per claim 13, it is an apparatus claim corresponding to claim 15 and it does 
not teach or define above the information claimed in claim 15. Therefore, claim 13 is 
rejected under Blandford in view of Hartman, Oishi, and EAS for the same reasons set 
forth in the rejection of claim 15. 

12. Claims 12, 14, and 16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Blandford in view of Hartman, Oishi, and EAS as applied to claim 15, 
and further in view of Schneier Applied Cryptography 2 nd Edition (hereinafter Schneier). 
As per claim 16, Blandford covers a signature apparatus as outlined above in the claim 
15 rejection under 35 U.S.C. 103(a). In addition, the switching unit switches a function 
as a lower apparatus and a function as an upper apparatus; and a key generating unit 
that generates a key used only for verification of the signature based on an apparatus 
ID for specifying another signature apparatus which is the lower apparatus and where 
the signature creating function is made effective when the key generating unit is 
switched so as to function as the upper apparatus by the switching unit and the 
signature verification function is made effective by the function selecting unit (see Oishi, 
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Figure 2 and related text as modified by EAS, 2 nd and 3 rd Figures and related text). The 
apparatus disclosed by Blandford implements a public key methodology and not a 
common key method as specified in the applicant's claim (see Blandford, col. 6, lines 4- 
7). However, common key methods to sign and verify messages are well-known 
methods in the digital signature art. For example, Schneier teaches a method to sign 
documents using symmetric cryptosystems (see Schneier, pages 35-37, 'Signing 
Documents with Symmetric Cryptosystems and an Arbitrator'). Therefore, it would be 
obvious to one of ordinary skill in the art at the time the invention was made for the keys 
used in creation and verification of a signature be based on a common key method. 
Motivation for such an implementation would enable the invention to implement a well 
tested digital signature methodology that features all of the desirable attributes of a 
paper signature (see Schneier, page 36, characteristics 1-5). The aforementioned 
covers claim 16. 

13. As per claim 14, Blandford covers a digital signature apparatus as disclosed 
above in the claims 13 and 16 rejections under 35 U.S.C. 103(a). Blandford is silent on 
the matter of the key generating unit receiving cryptographic information to generate the 
key for verification. However, as taught by Schneier in a separate section, keys are 
typically encrypted when keys are transferred from a KDC to a user to keep the key 
hidden from others (see Schneier, page 176, Transferring Keys', 'Key-Encryption 
Keys'). This encrypted key method requires cryptographic information to be sent to the 
receiver, namely the encrypted key, whereby this cryptographic information is used to 
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generate the key. Therefore, it would be obvious to one of ordinary skill in the art at the 
time the invention was made for the key generating unit to receive cryptographic 
information to generated the key for verification. Motivation for such an implementation 
would enable the key generating unit to dynamically generate a key having a value 
distinct from previously generated keys. 

14. As per claim 12, it is an apparatus claim covered by the invention covered in the 
claim 16 rejection and it does not teach or define above the information defined in the 
invention as outlined in the claim 16 rejection. Therefore, claim 12 is rejected under 
Blandford in view of Hartman, Oishi, EAS, and Schneier for the same reasons set forth 
in the rejection of claim 16. 

15. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Blandford 
in view of Hartman and Fischer as applied to claim 5, and further in view of Schneier 
and Ardon U.S. Patent No. 5,1 15,425 (hereinafter Ardon). As per claim 6, Blandford 
covers a signature apparatus as outlined above in the claim 5 rejection under 35 U.S.C. 
103(a). Blandford is silent on the matter of the signature creating unit creating a digital 
signature using a different means if the clock does not work normally. However, this 
feature of invoking alternative methods when the primary method will not work is well 
implemented. For example, in the analogous art of a distributed call switching, Ardon 
teaches an apparatus that switches from one process mode to another when a system 
failure disables the proper operation of the former process mode (see Ardon, col. 3, 
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lines 19-28). Therefore, it would be obvious to one of ordinary skill in the art at the time 
the invention was made for the signature creating unit to create a digital signature using 
a different means if the clock does not work normally. Motivation for such an 
implementation would ensure continuous reliable service as taught by Ardon (see 
Ardon, col. 1 , lines 15-23). Further, Blandford is silent on the matter of implementing a 
digital signature that does not use a time element when the clock is not working 
properly. However, methods to create signatures without incorporating a time element 
are well known in the art. As an example, Schneier discloses several general digital 
signature creation techniques that do not include a time element (see Schneier, pages 
34-38, 'Digital Signatures'. It would be obvious to one of ordinary skill in the art at the 
time the invention was made to create a digital signature without a time element. 
Motivation for such an implementation would enable the invention to provide continuous 
service using a simple, well-known technique, albeit a service that is less secure in 
certain circumstances as taught by Schneier. Finally, Blandford is silent on the matter 
of an alternative digital signature creation method that includes a key other than the key 
used only for creating the signature. However, as taught by Schneier in a different 
section, controlling a key's usage is a desirable feature in a secure system to limit the 
key's exposure (see Schneier, page 180, 'Controlling Key Usage'). Therefore, it would 
be obvious to one of ordinary skill in the art at the time the invention was made to use a 
key other than the key used only for creating the signature in the alternative digital 
signature creation method. Motivation for such an implementation safeguards the 
privacy of the keys used for different modes of signature creation. 
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16. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Blandford 
in view of Hartman and Fischer as applied to claim 5, and further in view of Whitely U.S. 
Patent No. 4,254,469 (hereinafter Whitely). As per claim 9, Blandford covers a 
signature creating apparatus which creates a digital signature as outlined above in the 
claim 5 rejection under 35 U.S.C. 103(a). Blandford is silent on the matter of a flag to 
indicate whether or not the clock is functioning properly. However, the incorporation of 
a flag to indicate whether a failure has or has not occurred in the system is a 
conventional feature of the art. As an example, in the analogous art of error correction, 
Whitely discloses an invention that sets a flag to indicate a system failure wherein the 
flag generates an abort response when the flag is set (see Whitely, col. 5, lines 54-60). 
It would be obvious to one of ordinary skill in the art the time the invention was made to 
incorporate the teaching of Whitely into the apparatus of Blandford. Motivation for such 
an implementation would enhance the problem-resolving feature of the invention by 
providing a single point in the apparatus that indicates if a digital signature was not 
created due to a failure of the clock. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Fischer U.S. Patent No. 5,136,643 discloses a public/key date-time notary 

facility. 
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Haber et al. U.S. Patent No. 5,136,646 discloses a digital document time- 
stamping with certificate. 

Shin et al. U.S. Patent No. 6,072,874 discloses a signing method and apparatus. 

Byrd U.S. Patent No. 6,081,899 discloses a time stamping authority hierarchy 
and associated validating system. 

Walker et al. U.S. Patent No. 6,289,453 discloses a method and apparatus for 
secure measurement certification. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W Kim whose telephone number is (703) 305- 
8289. The examiner can normally be reached on M-F 9:00 A.M. to 5:00 P.M.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (703) 305-1830. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whosejdephone number is (703) 305- 



3900. 




Jung W Kim 
Examiner 
Art Unit 2132 
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